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1 About Applixure

1.1 Whatis Applixure?

Applixure collects hardware and software data from Windows and Apple MacOS computers
and presents it in a cloud dashboard. Applixure analyzes and processes the gathered data to
build visual reports, trend analysis and alerts.

The data is collected by Applixure Agent software installed to individual computers. No
additional installations are required. Agent software is kept up-to-date automatically, but
we recommend using the latest installer software (from the Agent download page) to
ensure that new computers receive the latest version of the Agent without having to self-
update first.

For more information on Applixure, visit www.applixure.com.

1.2 How can | utilize Applixure data?

Data collected by Applixure can be utilized for a variety of different purposes, ranging from
tactical IT operations (such as generating reports) to IT service process development work.

e Enabling transparent dialogue between different stakeholders, such as IT service
providers and their customers.

e Improving end-user productivity by proactively preventing software and hardware
problems.

e Checking the security readiness of the end-user IT environment.
e Monitoring long-term IT quality changes based on scoring and trend charts.
e Focusing development actions based on prioritized needs.

e Reducing IT costs by identifying unused hardware or software licenses.


http://www.applixure.com/
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2 Overview and key concepts

At this point, you should have a personal username and password to log in to Applixure. You
can log in to Applixure’s cloud dashboard at https://app.applixure.com .

Data presented in the Applixure dashboard is collected by agent software installed on
individual computers. Applixure agents should be installed on all computers in order to get
a more in-depth analysis of the environment.

If you think some data is missing or incomplete, there are two possibilities:
e Applixure agent software has not yet been installed on all computers.

e Applixure is still collecting data after agent installation. It takes up to 2-4 hours for
initial data to become available in the Applixure Dashboard.

While Applixure is collecting data, information such as the Applixure Scores or software
application usage frequency is only preliminary. For more information, see Helpcenter
article When is my PC data available in the Applixure Dashboard?

Technical support: support@applixure.com 4
Helpcenter: applixure.zendesk.com
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2.1 Applixure Dashboard

Applixure dashboard gives you a high-level summary of your entire software and hardware
environment. The dashboard shows you calculated scores for various areas and alerts that
you should be aware of.
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Applixure Main Dashboard

Q TIP: Hover the mouse above any alert to view additional information!

Applixure categorises the collected data to four separate areas, each with a dedicated

dashboard:

e Devices

e Software

e Performance & Issues
e Use

For each area, Applixure provides a score-based quality assessment and shows area-specific

alerts and warnings.

You can view area-specific dashboards, such as Devices or Software, by selecting the

dashboard from the navigation on the left.

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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2.2 Applixure Scores

Applixure Scores give you a quick overview of the current health of your entire PC
environment, specific areas or individual computer or software assets. Scores are very
useful, simplified metrics that monitor long-term changes and trends in your PC
environment.

— —
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Performance & Issues @ Use @
Applixure Scores

The Service Score in the main Applixure dashboard tells you the overall health of your
computer environment. The individual area scores for Devices, Software, Performance &
Issues and Use tell you the health of these respective areas.

For more information, see Helpcenter articles How can I utilize Applixure Scores? and How
are Applixure Scores calculated?

Technical support: support@applixure.com 6
Helpcenter: applixure.zendesk.com
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2.2.1 Asset scores for individual PCs and software

Asset scores for individual PCs and software products tell you how well a particular asset is
currently working and if there are any outstanding alerts for that asset. The score takes into
account things that might not yet affect the asset, such as a system disk drive that is about to
run out of space.

The asset scores are shown in the device and software lists and on the individual asset
pages.

3.5 14% 0.6years 22day5
DEVICE SCORE DAYTIME OPERATING SINCE LAST
UTILIZATION SYSTEM 0S RESTART
24H UTIL. 9% INSTALL AGE
35 m Device-0136d
42 g Device-01af7 Hardware type: Hraptop Securit)
Manufacturer: Hewlett-Packard Device
4.6 E Device-062b6 | a pEYE
er er-15 Model: HP EliteBook 820 G2 ﬂ
_— Secur
Asset scores in the device list Asset score on an individual asset page

2.2.2 Benchmark scores
The Benchmark Score shown next to the Service Score is calculated from all current
Applixure installations from all Applixure customer organizations.

The main benchmark value is the median average of all overall scores. If your score is
higher than this, your environment health is better than 50% of Applixure’s customers. The
secondary benchmark is the mean average of the overall service score for the top 5% of all
organizations running Applixure.

The benchmarks are calculated from all organizations in all countries, and with over 100
computers in their Applixure environments. Geographic areas, organization sizes or
industries do not affect the benchmark scores.

2.2.3 Score ratings
Main dashboard scores are rated as follows:

o Higher than 4.5: Very good, environment is good condition and organization likely
has a competitive advantage over most others.

e 4.0 to 4.5: Good. Most employees get their work done without any major issues and
the environment is well-managed.

Technical support: support@applixure.com 7
Helpcenter: applixure.zendesk.com
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e 3.0 to 3.9: Normal: Some systematic productivity and technical issues, or
unoptimized environment.

e 2.0 to 2.9: Passable: Number of issues, with sub-optimal or unoptimized
environment.

e 1.0 to 1.9: Bad: Lots of productivity and other issues, with very sub-optimal
environment.

These ratings are only meant as indicative based on how much issues Applixure is able to
detect. There may be other factors affecting usability of devices or applications that are not
currently monitored by Applixure.

Note that this score classification does not directly apply to asset-specific scores.

2.3 Area-specific dashboards

You can view area-specific dashboards by selecting them from the left-hand navigation.

Depending on the area, you will see graph-based information about hardware or software
assets and their use. The dashboard also shows alerts and warnings related to that area.

For example, on the Software dashboard you can see all monitored software products in a

grid layout. You can drill down to individual products by clicking on the rectangle
representing the product from the grid.
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Usage type: daily Tags ¢ Clearfilters Show products as list
Active usage: M daily: 0% Eweekly: 0% M monthly:0.3%©  occasionally: 38.3%
Other usage: Min background for users: 13.2% © Min background for system: 5.5% @ = never seen used: 42.7%

Software products grid

In case of software products, the grid is color coded by the usage level of the each product in
the monitored environment (calculated over past month of usage data).

Technical support: support@applixure.com 8
Helpcenter: applixure.zendesk.com
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2.4 Alerts and warnings

Alerts and warnings indicate potential problems in the IT environment. Alerts and warnings
are generated by both devices and software products in the environment monitored by
Applixure.

Alerts are more serious than warnings. In case of alerts, the end user has most likely already
experienced some computer or software problem affecting his work.

Alerts and warnings are shown in various locations:

e In the main dashboard
e On area-specific dashboards
e On the device and software product pages

Warnings from Software Alerts from Software

M\ 3 unapproved software products for over two weeks @ 117 unapproved software products for over two months
Show more ¥ Show more ¥

A a frequently crashing background software Show more ¥ o 1 software products hangs frequently Show more ¥

1 software products in your environment has
experienced frequent issues whereby it stops

responding completely and must forcefully closed,

this may indicate bad software quality or ERE I

A s background software crashing widely Show more ¥

environmental factors

Change over the past month:

o 1 software products crashing widely Show more ¥

Alerts and warnings

To view more information about an alert or warning, hover the mouse above the alert or
alarm. There you can also see a development trend over the previous month.

On the area-specific dashboards, click on any alert or warning to set it as a filter or to list the
affected assets immediately. Click any listed device or software product to view it in detail.

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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3 Dashboards and filtering data

3.1 Devices and filtering device data

The Devices dashboard shows you a score development trend, a grid of all devices, device-
related alerts and various graphs.
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@ Laptop
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Devices dashboard

Each square in the grid represents one device that matches the current filtering criteria.

Hover over any square to get more information about that device. Click the square to view
that individual device.

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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You can filter the device grid in various ways:

e C(lick any subset of any graph to select those devices.
e C(lick any alert or warning to select all affected devices.

Once you have selected any filtering criteria, the number of devices shown in the grid
changes. Select any individual device to view it in more detail or click Show devices as list
to view all devices as a list.

3.1.1 Deuvice list

The device list shows you all devices matching the filtering criteria you have previously
selected.

I Device list
MemoryinMb >= 4096 and MemorylnMb < 8192 a Export devices list XLSX
Sort by: Hostname 1| / Score / Memory
Showing 1 to 50 out of 520 matches 1 - 3 4 5 6 o 0
Q Device-00938 £ Windows 10 m 8 EI 8.0GB
User: User-783
Q Device-00e4d E8 Windows 10 Bxe [} soce
User: User-5165
Q Device-013c5 E8 Windows 10 Bx4 [}soce
User: User-5440

Devices list
In this view, you can

e (Customize selected filtering

e View key attributes for all devices matching your filtering criteria.
e Select any device to view it in more detail.

e Export the entire list to a CSV file.

3.1.2 Device view
The device view shows you various details on an individual computer, including:

e Average utilization rates

e Hardware details

e Security readiness

e Device-specific alerts

e Alist of all software installed on the device

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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Helpcenter: applixure.zendesk.com

|2 Device-a06b3 8a
46 9 hours 34 hours 35 % 36 months 3 weeks
DEVICE SCORE AVERAGE TIME AVERAGE TIME DAYTIME OPERATING SINCE LAST
POWERED-ON POWERED-ON UTILIZATION SYSTEM OS RESTART
ON DAYS USED ON WEEKDAYS 24H UTIL. 15 % INSTALL AGE
Hardware type: = Laptop Security readiness
Manufacturer: LENOVO pevice
Old TPM 1.2 chip version is in use
Model: ThinkPad T470s W10DG Secure firmware type is in use
Warranty expires: 10/28/2021 nSecure Boot is available but not enabled
BitLocker is in use
Firmware type: UEFI
Version: NTWETS8W (1.37) Operatlng d Aash)
Policies managed centrally by Active Directory
Processors: 4% 2.5 GHz - 64-bit (x64) Active Directory domain: Domain
Intel Core i5-6300U CPU Virus protection state is good
Active anti-virus: F-Secure Computer Protection
Memory: 8.0 GB (8067 MB) Spyware protection state is good
Active anti-spyware: F-Secure Computer Protection
Disk capacity: System: 4 194.1 GB free of 255 GB Firewalling state is good
Automati( updating state is good
Full battery capacities: = 87 % Updates last installed by AU: 8/11/2020
& Average full charge runtime: 2.3 h User accounts
=87%
& Average full charge runtime: 2.3 h No additional local users as members of Administrators
No domain users as direct members of Administrators
Displays: o
el S27.2tvezry u Local Administrator is enabled
Operating system: 2 Microsoft Windows 10 Enterprise Principaluser is regular: user
Version 1809 (Build 17763.1339)
Individual device view
Technical support: support@applixure.com 12
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3.2 Software and filtering software data

The Software dashboard shows you a score development trend, a grid of all different
software products, software-related alerts and various graphs.

£ Software
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Other usage: M in background for users: 15.2% @ M in background for system: 4.1% @ ' never seen used: 48% ©
Warnings from Software Alerts from Software
A3 unapproved software products for over two weeks o 117 unapproved software products for over two months
Show more v Show more »
o 4 frequently crashing background software Show more v I @ 1 software products hangs frequently Show more ¥
Software scores Product versions Product use
@ 1-2 versions ‘
@ 4.0 or better @ 10-15 versions : 3::;2;:’"'“5 e
@ Over 15 versions

Software dashboard

Each square in the grid represents one software product that matches the current filtering

criteria. Hover over any square to get more information about that software product. Click
the square to view that individual product.

Technical support: support@applixure.com 13
Helpcenter: applixure.zendesk.com
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You can filter the software product grid in various ways:

e (lick any subset of any graph to select those products.
e (lick any alert or warning to select all related software products.

Once you have selected any filtering criteria, the number of software products shown in the
grid changes. Select any individual product to view it in more detail or click Show products
as list to view all software products as a list.

3.2.1 Software product list

The software product list shows you all products matching the filtering criteria you have
previously selected.

il Software product list

COUNT(LinkedProducts) >= 10 AND COUNT/(LinkedProducts) <= 15 a

Sort by: Name 1] / Score / Versions / Installations
Showing 19 matches
Adobe Acrobat Reader DC 566 installations total Approved

Vendor: Adobe Systems 13 product versions
Occasional usage

Bang & Olufsen Audio 619 installations total Approved
Vendor: Conexant 14 product versions
Occasional usage

El Bluejeans 24 installations total Approved
Vendor: Bluejeans Network 10 product versions
Occasional usage

Software product list (listing all products with 10-15 different product versions)
In this view, you can

e View key attributes for all devices matching your filtering criteria.
e Select any device to view it in more detail.

e Export the entire list to a CSV file.

e Set software as approved or unapproved.

3.2.2 Software product view
The software product view shows you various details on an individual product, including:

e Utilization rates

e Related alerts and alert history
e Product versions

e Usage statistics

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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In addition, you can approve and unapprove the software in question or set other user-
selectable attributes such as the software lifecycle. You can later on view and filter software
based on these attributes in the Software dashboard.

[:l Microsoft Office Professional Plus 2016 (Microsoft)

Windows platform

@ Daily usage
@ Monthly usage
\ @ User background usage

1.9

SCORE @ Never used

Il Devices installed
Concurrent devices active use

Il Wax devices active usa
Concurrent users active use

2000 s—e,

N\

o '\_./'—'_'\_/ !
7/31 B/2 B/4 B8/6 B/8 810 812 8/14 8/16 8/18 8/20 8/22 8/24 8/26 8/28 8/30

Scals to past: month / quarter / hall year | year

Installed on 1235 devices Oldest install from 2.2 years ago Most recently used 14 days ago

Product versions

g Microsoft Office Professional Plus 2016 16.0.4266.1001 Show moare v

Issues event history for past month
= ® 000 ¢ o

81o

81T

8iz24
831

Maon Thu Fri Sat Sun

Tue Wed
N T— =

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00
based on UTC+02:00 tmezone

Individual software product view

Export list of devices XLSX Hide this product

Product attributes

Is approved: Lifecycle status:
ﬁ Discovered
Needs a license: Testing
ﬁ Piloting
In production
Retired

Custom information

Business owner:

Technical owner:

Flammifimatinm.

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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3.3 Performance & Issues

The Performance & Issues dashboard shows you various issues that affect the user

experience of the end user.

The dashboard includes a score development trend, related alerts and various graphs
related to the security readiness and performance of monitored devices.

0 Performance & Issues

'/.

1.8. 15.8. 29.8.

Warnings from Performance & Issues

A 4 frequently crashing background software Show more v I

A background software crashing widely Show more v I

Device security readiness

-
<

@ Poor

Show details... @

Device startup times

‘ @ 15 seconds or less
—

@ Over one minute
@® Unknown

Device startup times history
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45 []

s @ Ty ) e, ) s ) s @ ey -
P e e
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17.7 189

Il 2 M peskrops M Laprops Ml Tablerts
B virtwal machines

Performance and Issues dashboard

~—
L] .\._.\?/D'\.—.

0S security readiness

Show details... @

/’\./.

Service Score 3.3

12.9. 26.9. 17.10.

Scale to past: month / quarter / half year / year

Alerts from Performance & Issues

o 1 software products hangs frequently

Show more ¥ I
Show more ¥ I

User account security readiness

@ 3 software products hangs widely

® Good
@ Poor

Show details... @

User logon times

@ 10 seconds or less

@ Over 30 secends
® Unknown

User logon times history

7.8 288 18.9.

| P\l

16.10.

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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@ TIP: Click any warning/alert or a subset of any graph list all related devices!

3.4 Use

The Use dashboard tells you how much the monitored devices are being used. In addition,
here you can find information on the lifecycle of the operating system and individual
software products.

Here you can also find estimation on the total energy spend and emissions of all monitored
devices.

@ Use
41

./.\.

o0 °
- \m /-/ ™.
@—=e
Service Score 3.3
18.7. 1.8. 15.8. 29.8. 12.9. 26.9. 17.10.
Scale to past: month / quarter / half year / year
Warnings from Use Alerts from Use
A\ 78 devices repeatedly used until empty battery Show more v o 29 devices having frequent user-forced shutdowns I
Show more v
A\ 67 devices with low daily usage Show more v
. 00, " s
1 Current estimated energy spend 432 € per * Current estimated emissions 13367 kg of CO,
~— month and 5184 € per year ¢ per month and 160404 kg of CO; per year on

current usage

Fq That's equivalent of emissions from 34 average
Q cars on a yearly basis!

Calculation based on approximately 36674 total hours of devices powered on for past month, resulting estimated 3932 kWh of energy
consumption

Cost estimations: 11¢ / kWh and carbon emissions: 3.4 k 2/ KWh. Energy draw estimations: laptops 100 W/h, desktops: 200 W/h, physical servers: 400 W/h and VMs 20W/h
Device active use Device weekday use Device monthly use
@ Less than 4 hours @ Less than 4 hours
‘ @ 8-16 hours @ 8- 16 hours @ Over 240 hours
@ Over 16 hours . @ Over 16 hours @ Unknown
. @ Unknown @® Unknown
Use dashboard

Technical support: support@applixure.com
Helpcenter: applixure.zendesk.com
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4 Example Use Cases

The following sections present example use cases for finding and utilizing Applixure data.

4.1 Listing all devices not being actively used

To list devices according to their daily use:

1. Go to Devices.

2. Select the desired daily utilization rate below the grid. By default, the grid shows all
utilization rates.

3. Devices in the grid are filtered according to your selection. You can click to view
individual devices or show all devices as a list.

To list devices according to their long-term use:

1. Goto Use.
2. Select the desired use rate from any of the usage-related graphs.
3. Matching devices are shown as a list. Click any device to view it in detail.

4.2 Listing all devices with a specific software product

To list devices that have, for example, Internet Explorer installed:

1. Go to the Software dashboard.

2. Click Show products as list.

3. Select Internet Explorer from the list. You can use the search bar to filter products
on the list.

4. Scroll down to Product usage. Here you can see all devices that have the product
installed and how frequently the product is being used.

4.3 Listing devices with long startup times

To list devices according to their startup times:

1. Go to the Issues dashboard.
2. Pick Over one minute from the Device startup times graph.

Technical support: support@applixure.com 18
Helpcenter: applixure.zendesk.com
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3. In the results list, you can customize the startup time (in seconds) by using the
search field. If you want to list devices that take more than 80 seconds to boot up,
enter StartupTime > 80 in the search field.

4.4 Listing devices that do not have Bitlocker active

To list devices that do not have Bitlocker active:

1. Go to the Issues dashboard.

2. Next to the Device security readiness graph, click Show details...

3. In the Bitlocker state graph, click Not in use. This opens a list of all devices that do
not have Bitlocker active.
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5 Questions and Answers

How can I add more users to Applixure?

To give more users access to the Applixure Dashboard, contact support@applixure.com.

How can I improve Applixure Scores?

Broadly speaking, the most straightforward way to improve Applixure scores is to try and
reduce the number of alerts and warnings as well as affected assets listed in those alerts.
Scoring relates to the number of issues found - and to a lesser extent what proportion of
devices and software out of all are experiencing those issues - so less things listed
translates to the higher score.

Especially if you have a score less than 3.0, we recommend investigating further that
particular area or individual asset. Identify and fix potential issues and react to warnings
and alerts.

Note that for some of the issues that Applixure monitors - such as crashes in operating
system or applications — cannot be known to be resolved to Applixure until sufficient time
has elapsed without further incidents, while some category of issues - such as disk space
running out, batteries in poor condition etc. - are immediately seen as "fixed".
Improvements in the first category of issues tend to be reflected in score with some delay,
whereas the latter kind of issues will be reflected in the scoring as soon as they are resolved,
and data is received and processed from Applixure Agents.

How is the device location defined?

Device location is based on the IP address of the agent software that submits the data. Note
that location may sometimes be inaccurate due to the use of proxies, for example.
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